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Abstract: The linear property of lightweight cipher ACE and SPIX was researched. The linear property of ring AND-
gate combination was described accurately with mixed-integer linear programming. The nonlinear operation of ACE and
SPIX was transformed into ring AND-gate combination. Based on this, the linear models of ACE permutation and SLISCP
permutation were constructed with mixed-integer linear programming. The models returned the optimal linear characteris-
tics of 2-step to 4-step ACE permutation and 2-step to 5-step SLISCP permutation. It was proved that 7-step and 12-step
ACE permutation achieved the 128-bit security and 320-bit security respectively, and 7-step and 13-step SLISCP permuta-
tion achieved the 128-bit security and 256-bit security respectively. For the ACE permutation and SLISCP permutation with
any number of steps, authenticated encryption algorithm ACE-AE-128 and SPIX can resist the linear distinguish attack of
plaintext processing stage.
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TET XRTF glxg, X, Hx, ) AR RS, &2
BRINFARATT BN n, Ry T B S A ——AR T .
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. n72 N
G W, 5 —H 0 ® x,x, XX, T n SRR

ITHA a,. b, €40, LRI RR W, W, h— IR IR R 5L,
FRW, Ry m 4E VRYeREL W, R n 45 LAY pREKC .
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I={ijom,=1,i €{0,1,--,n—1}}, Bl & 1 0] DA £ /R K I=

i+1°

P

U{ija ij+ L, ""i/+s/_ 1},E_Xd‘ﬂ:j 6{1’2’ ""p}’omiﬁl =0,

j=1

om, ,, =0CTARATHEIRME n () , X AN EME— 1Y,
P

iI= _Ul{ij,ij+1, s, = R L — D20 H L, 4 0=
iz

{ilom,_,=0,om,=0,i {0, 1, ---,n—1}}.
EE2 X THESTTHAS gbx, X, ),

L,(imy,im,, ---,im,_,,om,,om,, ---,om,_, ) 2 J £k 1 &

P
iﬁ%ﬁﬁo %/I Omixé)—{j 1 HTJ‘aAI: U{l/’l/+17"7l+
=1

J
s;—1} & L, B — 4> 4 4> &, O={ilom, ,=0,0m,=
0,i €{0, 1, -, n— 13}, I L AT AR i R .
P
L,= j(ial Lj(xj)@)ig-)olm,x,.
Hofh m &

s;—1

xj:(x[/7xi,+17.'. X5 )

X
i+s;

Li(x;)=

S/
xl./Hxi,H”(-Bt@o im, ,x, ,, = s;+1 AT RE, LA

cor(L, ):[lﬁ[cor(Lj (x;))]- cor( _(—BO im,x,;).

(1) Y o B, MR FF iecO: im=1, N
cor(L,)=0; W R X T fr A i e O, ¥ & im, =0, M

cor(L,)= ﬁCOY(L/ (x;));
(2) 0=, cor(L,)= ﬁcor(Lj (x;)).

W, X — S 1= (i
j=1
Loewits B A I NO=0 HI"Uo={0,1, -
A

n-1
L,= @ om, x,x

=0 ivi+l

wn—1},

n-1
@ @ im,-x,;
i=0

n-1

= @ om;x,x,, (D im; - x,® @ im,x,)
i=0 iel” ieO

iVt
s;—1 5,
=(® XiwtXivre1 (D @ lmi/+txi,+t@ ;ED() im,x; )

j=11t=0 j=11=0

“

Slil 7

[ @ xij+txi,+t+l® @ m

=0 t=0

Il
D~

| i X O @ imx;
J 4 ieO

J

P
j(:—Bl L;(x;)® I,?O im,x,.

s;—1 s;
HL(x;)= @0 XX ® @Oim-/ﬂxl}”%sj+ 1 417y
= 1=

i

l%lﬁ ’;H;':,jsz(xi/axij+1’ ”.’xij+s/)’ EB%*R%IEE[ZH ) Eﬁﬁ
i cor(L, ) =[] [eor(L, (x;))] cor( @ im,x,).
i=1 ieO

HEEE .
Bl1 ARG THA g(xg,x,, - x, ) KA g
mo— & M oE i £ B L, R
(om,,om,,om,, om,,om,, om,,omy,om,)=(1,1,0,0, 1, 1,
0.1), W L, 1y 4= 43 %k 1={4,5}U{7.0. 1}, 0={3}. L =
L,(4,5,6)®L,(7,0,1,2)®im,x,, HH .
L,(4,5,6)=x,x,®x,x,0im,x,Dim,x,Dim,x,,
L,(7,0,1,2)=x,x,®x,x,Dx, x,®im,x,Dim,x,®
im, x, ®im, x,.
B0 n QeI 5T A g(xg,x,, onx, ) B IH—A>
2 Pk e i % 353X L, (img, im , ---,im,,_;,om,,om,, -+,
om, ), Q2R om A4 1,5 B2 45 TSR A L ARG
(77 AR om, 42K 1, L, & —A n 4 AL eR KL, T LU
B E B 1SR A AR T
AR YE UL ERRHE 4 g(xg,x,. - x, - ) A MILP
2oV Z0 ], AR HTBR ) 25 A HEBR 15 cor(L, )= 0 /Y
£ PEHERY (imy,im , ---,im,_,,om,,om,,---,om, ), A J&
A FHERAE H 5 R B 7 HHAH S E 19 T 4 —log,|cor(L, )|,
T A im,, i=0,1, - n—1, B 00— XF B 28
171,100, 1}, 1 2 56 & im, =1~ ®1!, 55 4k S MILP BR 41
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